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ABSTRACT
The fast digitalization of banking services has made becoming vulnerable to cybersecurity threats
a serious issue, and efficient risk management is now the priority of the new banking system. The
paper will assess the assessment of key cybersecurity threats, assess the operational and financial
effects of cyber attacks and the effectiveness of currently in place practices of cybersecurity risk
management in banks. Primary data were gathered with the help of the descriptive and analytical
research design based on the structured questionnaire that was distributed among the banking
professionals and analyzed with the help of the percentage-based descriptive statistics. The results
indicate that the most common cybersecurity threats are phishing and social engineering attacks,
malware and ransomware, and data breaches, which result in massive financial losses,
interference with operations, and reputational losses. Even though banks are majorly dependent
on technical controls like firewalls and intrusion detection systems, there exist gaps in incident
responds planning and third-party risk management. It is concluded in the study that cybersecurity
risk is a strategic enterprise-wide matter and that it should be incorporated into the enterprise and
through a combination of governance, increased employee awareness, solid response, and
additional control over external partners, resilience and sustainability in an ever-more digital

banking landscape can be achieved.
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1. INTRODUCTION

The unprecedented digitalization of banking systems has created a profound efficiency,
accessibility, and convenience factor in terms of online banking, mobile apps, cloud computing,
and fintech integrations. Yet, this growing use of digital technologies has made banking institutions
vulnerable to a broad extent of cybersecurity threats as well. Phishing, malware, ransomware, and
data breaches are more common and advanced types of cyber threats that are arduously challenging
the confidentiality, integrity, and availability of sensitive financial data. Cybersecurity has become
an issue of concern with direct implications in financial stability and trust with banks as they handle

enormous amounts of transactional and personal data.

Risk of cybersecurity in contemporary banking is not only technical interference but it is also loss
of money, disruption of operations, damage to reputation and non-conformity to regulation. The
impact of cyber incidents might be direct financial damages through fraud and recovery expenses,
as well as the loss of customer trust and legal or regulatory fines. Thus, cybersecurity is not
considered as just an information technology problem, but it is a strategic risk that has to be
included in the overall enterprise risk management strategies. Risk management in the banking is
therefore required not only to control the technological risks, but also human factors, the

governance structure, and dependencies on third parties.

In this regard, the measurement of cybersecurity risk and its future impact on risk management has
become a critical aspect in the assurance of resiliency and sustainability of the contemporary
banking systems. Knowledge of the level of cyber threats, the level of operational and financial
losses, and the efficiency of current risk management approaches may assist the banks in
determining the gaps in preparedness and in enhancing the defensive strategies to eliminate the
threat. The current research aims to offer the empirical evidence on cybersecurity threats that
banking institutions experience and present the necessity to implement the holistic, proactive, and
integrated approach to cybersecurity risk management in increasingly digitalizing banking

environment.
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2. LITERATURE REVIEW

Al-Alawi and Al-Bassam (2020) investigated the application of the cybersecurity systems to the
risk management in the banking and financial industry. Their research highlighted that effective
cybersecurity systems had been important in mitigating operational and financial risk by
cyberattacks. The authors also discovered that well-developed cybersecurity mechanisms
increased the security of data, guaranteed the continuity of services, and facilitated the compliance
with the rules, which improved the overall risk management activities within banking institutions.
The analysis has found that cybersecurity became an unavoidable part of enterprise risk

management instead of a technical protection.

Al-Alawi and Al-Bassam (2019) explored how cybersecurity awareness can be affected in the
banking industry. Their results showed that organizational culture, training programs, and
employee awareness had impacted greatly on the efficiency of cybersecurity measures. The
analysis noted that although there are high-technological controls in place, low awareness rates
among the banking personnel made them susceptible to phishing and social engineering attacks.
The authors pointed out a proper role of constant training and management backing in cultivating

a robust cybersecurity-conscious background among banks.

Alkhdour, AlWadi, and Alrawad (2024) evaluated the cybersecurity threats and risks on banking
and financial services. Their study was able to note phishing, malware, ransomware and data
breaches as the most important threats to the current financial institutions. The paper also observed
that the rising level of digitalization and dependence on the internet had increased the rate and
seriousness of cyber-attacks. The authors came to a conclusion that currently available risk
mitigation strategies were frequently inadequate and suggested a more coordinated approach to
risk management of cybersecurity issues involving a combination of technical controls,

governance, and proactive incident response planning.

Azura, Azad, and Ahmed (2025) presented a unified system of cybersecurity risks management
of online banking in particular. They highlighted the fact that silo-based and traditional security
strategies were insufficient in mitigating the emerging and dynamic cyber threat environment of

digital banking platforms. The authors proved the concept that the coordination of risk
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identification, assessment, mitigation, and the ongoing monitoring into a single framework was
the key to enhancing the capability of banks to predict and react to the cyber threats. These results
indicated the need to harmonize cybersecurity risk management and organizational governance

framework and strategic goals to improve the overall resiliency of online banking systems.

Berdyugin and Revenkov (2019) analyzed different methodologies of quantifying risks of
cyberattacks on remote banking in Russia. Their study centered on the quantitative risk assessment
techniques, such as the probabilistic models and the threat impact evaluation techniques, to
estimate possible losses related to cyber incidents. This paper identified that precise quantification
of cyber risks had been critical in informed decision-making and proper security resources
allocation. The authors found that the absence of standardized risk measurement tools had
constrained the capacity of banks to manage the cybersecurity risks in an effective manner, and
thus they urged that more structured and data-driven assessment models in remote and digital

banking spaces are created.
3. RESEARCH METHODOLOGY

The research design used was descriptive and analytical research design and the primary research
data was collected and gathered using a structured questionnaire that is administered to banking
professionals who were selected using purposive sampling technique. The analysis of data was
conducted based on the percentage-based data description and presented in the form of tables and
graphs to evaluate cybersecurity threats, their effects, and how well current risk management

practice is implemented in contemporary banking systems.
3.1 Research Design

The research design that is followed in the study is descriptive and analytical research design to
measure cybersecurity risks and their implications towards management of risks in a modern
banking system. Such a design is suitable because it will allow conducting a logical analysis of
common cybersecurity threats, the impact of their operation, and the usefulness of established risk

management practices in the quantitative terms.
3.2 Population and Sample
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The study target population is banking institutions that are already in the digital and technology-
driven environment, which will be composed of both public sector banks, banks in the private
sector, as well as selected financial institutions providing online and mobile banking services. The
method applied in the sample was purposive sampling to select respondents who possess relevant
knowledge and experience in the area of cybersecurity and management of risk. It was a sample
comprising of IT managers, risk management officers, cybersecurity professionals, and senior

operational staff of the chosen banks.
3.3 Data Collection Method

The research is premised on primary data, which will be gathered with the help of a structured
questionnaire that will evaluate cybersecurity threats, operational impacts, and risk management
practices. This questionnaire was composed of closed questions whose response was measured
based on a percentage scale. To complement the main findings and give them a context, secondary
data were also referred to published research articles, regulatory reports, banking guidelines, and

cybersecurity frameworks.
3.4 Data Analysis Techniques

The obtained data were processed with the help of descriptive statistical tools, mostly with the
percentage analysis, in order to identify distribution and comparative significance of cybersecurity
threats, cybersecurity effects, and cybersecurity management practices. The findings have been
presented in a tabular and graphical format to make it more clear and easier to interpret. The
relevance of this approach to the aim of determining the prevalent risk factors and evaluating the

current level of cybersecurity preparedness in the banking system lies here.
4. RESULT

The findings indicate that phishing, malware, and financial losses present the highest cybersecurity
risks to the contemporary banking systems, where human-related and economic impacts prevail as
the general risk exposure. Although the technical and preventive controls are important to banks,
and there are potential loopholes in incident response and third-party risk management, a more

integrated and strategic approach to cybersecurity risk management is necessary.
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4.1. Prevalence of Major Cybersecurity Threats

Table 1 shows the percentage distribution of the key cybersecurity threats to the banking systems.
The data indicate that the most common type of attack is phishing and social engineering attacks
(32%), then malware and ransomware attacks are in the second (27%) and third (27) positions.
Breach of the data and leakage of information (21%) makes up a good part of reported cases as
well. Comparatively, insider threats (12%) and Distributed Denial of Service (DDoS) attack are
less reported (8%). These variations are graphically illustrated in figure 1 which makes it obvious
that there are relatively more externally driven cyber threats than there are internal and

infrastructure based attacks.

Table 1: Prevalence of Cybersecurity Threats in Banking Systems

Type of Cybersecurity Threat Percentage of Banks Affected (%)

Phishing and Social Engineering Attacks 32%

Malware and Ransomware Attacks 27%

Data Breaches and Information Leakage 21%

Insider Threats (Employee Negligence or Misuse) 12%

Distributed Denial of Service (DDoS) Attacks 8%
35%
30%
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10%
i n
0%

Phishing and Malware and  Data Breaches Insider Threats Distributed

Social Ransomware  and Information (Employee  Denial of Service
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Attacks Misuse)
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Figure 1: Graphical Representation of Prevalence of Cybersecurity Threats in Banking Systems

The results show that the cyber threats of human nature and deception are the biggest threat to
contemporary banking systems. A large number of phishing and social engineering attacks also
indicates that employees and customers are still one of the weak points regardless of the
technological protection. The high percentage of malware and ransomware attacks indicates the
growing complexity of cybercrime to monetize by interfering with the banking business. The
insider threats and DDoS attacks are not as high, but their possible consequences to operational

continuity and data integrity cannot be underestimated.
4.2 Impact of Cybersecurity Incidents on Banking Operations

Table 2 shows the probability of cybersecurity incidents on the different areas of operation of the
banking institutions. The outcomes indicate that the most severe impact is financial losses (35%),
which comprise loss on fraud and recovery expenses. Second is operational disruptions (29%),
which is an issue that impacts the continuity of services and availability of the system. The loss of
customer trust and reputational damage (22%), and regulatory and legal penalties (14%), are a
large non-financial impact and the lowest-reported impact, respectively. These variations are
illustrated graphically in figure 2, as the percentage ratio of cybersecurity attacks on financial and

operational stability is evidently disproportionate.

Table 2: Impact of Cybersecurity Incidents on Banking Operations

Impact Area Percentage Impact (%)
Financial Losses (Fraud, Recovery Costs) 35%
Operational Disruptions 29%
Loss of Customer Trust and Reputation 22%
Regulatory and Legal Penalties 14%
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Figure 2: Graphical Representation of Impact of Cybersecurity Incidents on Banking Operations

The results suggest that cybersecurity breaches have short and long-term effects on the banking
processes. The prevalence of financial losses can be used to highlight the direct economic cost of
cyberattacks, which can be associated with significant investment in the recovery and restoration
of the system. The crisis in the functioning is another factor that illustrates the susceptibility of
digital banking systems to hackers. Even though regulatory penalty has a relatively lower
percentage, it has serious compliance and governance consequences. The significant customer trust
change highlights that cybersecurity is not only a technical concern, but a strategic risk to
institutional credibility and competitiveness, which conflict with the need to implement

comprehensive and active risk management strategies in the contemporary banking systems.
4.3 Effectiveness of Existing Cybersecurity Risk Management Practices

Table 3 shows the perceived efficacy of different cybersecurity risk management strategies
followed by the banking institutions. According to the results, the firewalls and intrusion detection
systems (30 percent) are deemed the most effective controls, with the second place going to the
employee cybersecurity training programs (25 percent) and regular security audits and risk

assessment (23 percent). Conversely, incident response and recovery planning (15%), and third-
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party risk management controls (7%) are rated relatively lowly in their effectiveness. These
differences are shown graphically in figure 3 and their significance can be seen in the higher level
of dependency on preventive and technical safeguards as opposed to response-oriented and

external risk controls.

Table 3: Effectiveness of Cybersecurity Risk Management Measures

Risk Management Measure Effectiveness Rating (%)
Firewalls and Intrusion Detection Systems 30%
Employee Cybersecurity Training Programs 25%
Regular Security Audits and Risk Assessments 23%
Incident Response and Recovery Planning 15%
Third-Party Risk Management Controls 7%
35%
30%
25%
20%
15%
10%
5% .
0%
Firewalls and Employee Regular Security Incident Response Third-Party Risk
Intrusion Cybersecurity ~ Audits and Risk  and Recovery Management
Detection SystemsTraining Programs  Assessments Planning Controls

Figure 3: Graphical Representation of Effectiveness of Cybersecurity Risk Management

Measures

The results indicate that banks still value technical and preventive security controls as the main
tool in handling the cybersecurity threats. The comparatively high score of employee training can

be interpreted as the increasing level of awareness of the human aspects of cybersecurity resilience.
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Nevertheless, the reduced efficacy of incident response planning implies the possible flaws in the
preparedness and recovery readiness during cyber events. The fact that the importance of managing
risks-related to third-party is the least alarming is concerning, as the banks are becoming more and
more reliant on the fintech partners, cloud utilities, and external vendors. On the whole, the
findings indicate that a more balanced approach to cybersecurity should be implemented, to make
response mechanisms and third-party supervision more effective in addition to the existing

preventive measures.
5. DISCUSSION

These findings indicate clearly that the operational weaknesses, financial exposure, and human-
centric threats are the most dominant factors that have contributed to the cybersecurity risk in
contemporary banking systems. The prevalence of phishing and malware attacks is alarmingly
high, which points to the ongoing gaps in user awareness and endpoint security, and the high
financial and operational effects demonstrate direct economic and service-related effects of cyber
attacks. Despite the extensive investment of the banks in preventive and technical controls
including firewalls and intrusion detection systems, relatively low efficiency of incident response
planning and third-party risk management points to the major weaknesses in resilience and
preparedness. These results imply that cybersecurity should be considered the strategic, enterprise-
wide risk, which should be better embedded in the risk governance systems, better trained
employees, better incidence responses, and better monitoring of the service providers to assure

sustainable banking functions in the more digital environment.
6. CONCLUSION

This paper concludes that the issue of cybersecurity risk has become a major strategic dilemma to
the modern banking systems due to human-based threats, financial collision, and vulnerability of
the operations. Phishing and malware attacks prevail, and the financial and reputational effects are
huge, which underscores the increased complexity of the cyber risk environment. Although banks
have invested in preventive and technical security significantly, it is clear that incident response
preparedness and third-party risk management are still vulnerable. Thus, the complex and

proactive strategy involving a combination of technological protection measures and staff

539 | Page



ISSN: 2320-3714

Airo International Journal Volume: 1 Issue: 2
AI r’ Peer-Reviewed February 2026
Multidisciplinary Impact Factor: 11.9

Subject: Management

education, solid regulatory frameworks, and overall control over the external service providers can
be viewed as an effective way of managing cybersecurity risks in banking and enhancing

institutional resilience in the growing digital banking space.
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