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Abstract— The technology that converts brain electrical activity into orders for operating devices is known as a
brain computer interface (BCI). The two main components of most BCI systems are software and hardware. The
method that shows the most promise for realizing useful BCI applications is electroencephalography, which is a
method for monitoring brain activity. While software decodes brain input and gives it back to the hardware,
hardware collects the data. EEG-based BCls will require significant scientific progress before they are widely
employed, but more importantly, they will raise a host of social, ethical, and legal concerns. Researchers
discussed the primary technological limitations and moral dilemmas associated with the commercial brain-
computer interfaces that are now on the market. We provide an overview of the open-source software platforms
for brain-computer interfaces in this post. We have identified five important BCI platforms. Academics,
programmers, and end users are the target user group that we outline, along with the salient features of each
platform: compatibility with different operating systems, licensing, supported devices, and programming
languages.
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I.  INTRODUCTION

A technique known as brain-computer interface, or BCI, allows a person to use brain impulses to
operate an external equipment. Research on BCI has mostly focused on biomedical functions,
such as assisting those who are neurologically ill, have had a stroke, or have sustained a physical
injury. Among other things, BClIs could help the disabled and improve public safety capacities.
For BCI investigation, experimenters can utilize a variety of vibrant software tools and
platforms, including as BC12000, OpenViBE, TOBI, BCILAB, and BCI. Software with a variety
of features, such as source localization, shaft detection, artefact rejection, diapason analysis, and
connectivity assessment capabilities, is also briefly analyzed in relation to one another. An aspect
of this paper also aims to help readers and users of tech to understand the ethics and concerns
which this technology builds in its boundaries and limitations. The modern world is concerned
about emerging technologies, like the most current ChatGPT and other Al-related technologies,
and this anxiety will only grow. The same holds true for new applications of BCI. While there
are various benefits and drawbacks associated with it, the primary goal of this research is to
determine how ethical considerations should be taken into account while controlling and making
it safe for the general population.
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Il.  Purpose
I11.  Understanding the Mechanism

The phrase "Brain Computer Interface” describes a method that lets people communicate with
computers only by means of their brain activity, which is often detected by
electroencephalography (EEG). Complete confidentiality makes it possible for the individual to
grow more independent.

BCI is the study of central nervous system activity monitoring, recording, analyzing, and
translating brain signals into actions, as well as measuring and converting data into an output that
may be sent into a computer to be utilized as an input signal.

There are two types of brain activity tracking techniques: invasive and non-invasive brain
activity communication. The usage of EEG signals is non-invasive. The scalp is covered in
electrodes to record brain activity.

BCls and augment intelligence technologies are intended to assist individuals suffering from
motor nerve damage, among other goals. A wide range of applications for BCI technology exist,
such as the treatment of diseases and injuries, game control, wheelchair control for the crippled,
improving and supporting education, and military uses.

IV.  Decoding Thoughts to Text- How?

Brain-computer interfaces (BCls) offer ways to access AAC (Augmentative and Alternative
Communication) systems by detecting cerebral activity via electroencephalography (EEG),
functional near-infrared spectroscopy (fNIRS) and other neuroimaging techniques. A
neuroprosthesis that can directly decode artificial speech from neural signals in the brain regions
responsible for speech production is the basis of another cutting-edge method. This theory gives
hope for a system that can facilitate more realistic interaction on a timescale closer to that of
human speech. People who are nonverbal or whose speech production issues extend beyond
motor impairment might not be suitable candidates for this kind of neuroprosthesis.

V. BCI Tools and their Applications

A. BCI12000

A software suite for investigating brain-computer interfaces (BCIs) is called BCI2000. It is a
general-purpose, open-source software system available for free for non-commercial usage.
BCI12000 is typically utilized for brain monitoring operations, data accession, and encouragement
donation. It is compatible with multiple brain signals, study/feedback paradigms, and data access
methods. In the course of operation, BC12000 maintains all relevant event labels, system setup
data, and data in a common format (BCI2000 native or GDF). When BCI2000 was initially
deployed in July 2001 (5), it worked well for sending brain signals over the internet. Software
tools for data acquisition and reuse are part of BC12000. BC12000 is a general-purpose software
framework for investigating brain-computer interfaces (BCls). BCI2000 includes software tools
for data collection and reuse, feedback and stimulant delivery, and commerce control with
peripheral objects such as robotic arms. EEG and other signals can be synchronized with a
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variety of bio-signals and input devices, such as mouse or eye trackers, using the real-time

BCI12000 system. It provides several modules to handle data importing and exporting in widely
used train formats. The majority of Windows machines are capable of inducing the source
legislation and running BCI12000.

B. Open-VIiBE

A software platform called OpenVIBE is devoted to the development, testing, and application of
brain-computer interfaces. Software for real-time neurosciences, or real-time brain signal
processing, is known as OpenViBE. Brain signals can be captured, filtered, processed, classified,
and visualized in real time with this technology. As of OpenVIiBE 2.2.0 (6), a tool for offline or
batch analysis of large datasets is included. The program is open source and free. It is compatible
with Linux and Windows. OpenVIBE stands out for having a user-friendly graphical user
interface (GUI) that enables building a BCI application fast and easy. Numerous modules for
virtual reality and neurofeedback are available on the platform. New modules can be added to the
framework as plug-ins.

C. TOBI Common Implementation Platform (Python PyTIAClient)

A software framework called the TOBI Common Implementation framework (CIP) is used to
design and assess brain-computer interface (BCI) devices. It offers a common interface through
which various BCI components—including data collection, feature extraction, classification, and
feedback—can communicate with one another.

The TOBI Interface for Acquisition Client (TIAC) is implemented in Python by the
PyTIACIlient, which enables the collection of EEG data from various EEG amplifiers and
devices. For the purpose of connecting to EEG equipment and transmitting data to other BCI
components, it offers a straightforward and user-friendly interface. Here's an illustration of how
to connect to an EEG device and stream data using the Python PyTIAClient:

ort PyTIAClient

client = PyTIAClient()

client.connec t("localhost”. 45)

Figure: 1This code links to an EEG device executing on the local PC at port 12345 and produces a
PyTIAClient object. After that, it reads the data repeatedly while streaming it from the device. At last, it
separates from the device and ceases to stream data.

241 |Page



Exploring Innovation Research Methodologies in a Variety of
Multidisciplinary Fields and Their Prospective Future Impact
February 2024

D. BCILAB

BCILAB is a MATLAB toolbox designed for BCI (brain-computer interface) study. The goal of
the toolbox is to accelerate industrial innovation by providing the BClI community with a
powerful toolkit for technique research and assessment. The toolbox makes it easier to create and
develop novel techniques for feature extraction, feature selection, and cognitive state
classification. It can be used to analyze publicly available data from prior BCI competitions and
from a challenge that calls for a fast serial visual display. For real-time BCI testing,
implementation, and use, the BCILAB toolbox is an addition to the current toolkit (Kothe and
Makeig, 5). Both online and offline, EEG data is classified using BCI.

In order to categorize EEG using online BCI, Wearable Sensing has developed a plug-in for DSI-
Streamer to BCILAB that allows BCILAB to process a live stream of information from DSI-
Streamer via a TCP/IP socket. The data is then handled effectively by BCILAB. DSI-Streamer
files can be exported as.set files for asynchronous BCI classification after being imported into
EEGLAB using the DSI-Streamer to EEGLAB extension (as shown below). BCILAB can then
read the exported.set files after that. By augmenting the existing capability, this matlab plugins
for EEGLab offers a basis for the development of BCI programs and prototypes.

Table | Feature comparison of BCI platforms.

Platform | Windows | Mac OS X | Linux License Requirements
BCI2000 . e 1 o 1 GPL Windows 2
OpenViBE e 3 . . LGPL ¢ -

TOBI . e 5 . GPL, LGPL 5 -

BCILAB o 7 o 7 « 7 GPL MATLAB ©
BCI++ . e 9 e« 9 GPL Windows °

If OSes are explicitly supported, it is indicated in columns 2-4. Unless otherwise specified, support for Windows
comprises versions XP, Vista, and 7. Unless specified otherwise, versions 10.5 and 10.6 of Mac OS X are supported.
The platform ought to function on any Linux distribution if Linux is supported. All necessary parts of software that
are not openly accessible or open source are listed in the final column.

E. BCl++

BCI++ is an open-source framework with a sophisticated graphics engine. The platform provides
a range of tools to facilitate the rapid creation of generic human-computer interaction (HCI) and
brain-computer interfaces. The BCl++ framework consists of two main modules that talk to each
other over TCP/IP. The first module, referred to as the Hardware Interface Module (HIM), is in
charge of processing signals in real time and storing, displaying, and acquiring them. The second
module, called AEnima, provides a Graphical User Interface (GUI). This module, which is built
upon a sophisticated 2D/3D graphics engine, is in charge of creating and managing several
protocols. This architecture allowed for the division of the construction of a real-time BCI
system into two stages: the creation of a graphical user interface (GUI) and signal processing
algorithms.
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Fig. 2: Structure of BCl++
V1. Unnatural Powers- An Ethical Consideration

A cutting-edge technology called brain-computer interfaces (BCls) enhances, expands, augments,
and restores human intelligence. It is an important way to improve intelligence. It is intended that
human intelligence and cognitive capacity be enhanced, not replaced. According to some experts,
if a BCI device is directly responsible for a person's decision-making, then that person's
autonomy—that is, their capacity for free will—may be negatively impacted. Similarly, it's
possible that the device works too well. For example, our usual brain-to-muscle-to-action chain
may have some censoring built in, but BCI receives signal input directly from the brain and may
cause inappropriate actions that are normally considered but not actually performed.

While communication neuro-technology can enhance social involvement, agency, and testimonial
capacities, there is also a risk that its users could suffer injury or become responsible for harming
others. It also includes accountability for communication-related civil and criminal legal offenses,
like libel, harassment, and threats; propagation of hate speech; propagation of child pornography;
disclosure of state secrets; and incitement of terrorism. If neurotechnology serves as an
intermediary, when should a user be held accountable for such a communication, and what
protections should be in place to keep the user's interests safe?

Once BCls are sufficiently advanced for a range of mind-reading tasks and used in a variety of
contexts, it will be almost impossible for people to keep their thoughts secret, which will pose a
serious threat to individual privacy and human agency. How can we interact and show respect for
those who use BClIs to improve their physical motor skills, memory, or learning as well? Is it only
that, in the absence of technology, people in positions of authority will receive more than others?
Modern technology is created and developed to support the requirements of the human species,
not to supplant it or its autonomy.

Avrtificial intelligence (Al) technologies, including BCls, should not be used to replace or degrade
human decision-making abilities if they have not yet fully shown their ability to ensure that risks
are maintained below human levels. Human judgment and decision-making ought to continue to
be autonomous, and this independence ought to be valued.

In order to prevent design flaws that could negatively impact other people and the environment,
BCIs' dependability, flexibility, safety, and stability must be continuously improved. It is
necessary to develop and gradually implement adequate safety and security measures in order to
stop the execution of potentially hazardous intent.
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VII.  CONCLUSIONS

Despite any potential risks, the ability to fuse the complexity of the human mind with the
capabilities of modern technology is a remarkable scientific accomplishment that is beginning to
challenge our own ideas about what it means to be human. The promise of BCI technology is
beginning to materialize swiftly, resulting in technological improvements that actually enhance
our quality of life. It is imperative that we chart a clear course for ethical neuro-engineering
going ahead, with the goal of enabling technology and the human mind to collaborate to surpass
our own biological constraints.

Five of the most popular BCI frameworks have been covered in this article. Every platform has
unique features and benefits, even though some, like OpenViBE and BCI2000 (5), have been
around for a while and offer a ton of capabilities. The issues that prospective customers would
find important—such as platform compatibility and licensing—have been taken care of. In terms
of supported operating systems, licensing, and requirements, Table 1 contrasts all platforms. It's
noteworthy to observe that every platform licenses its use under the GPL or LGPL.

BCI is not going away. As our research and studies into these new technologies progress, we
should also be concentrating on issues like how to make them morally and legally feasible for the
world's population, whether or not we are ready for these technological advancements, who will
be able to use them, and how and where they can be used. In conclusion, it's unlikely that a
single platform will satisfy every user. Interested users should be able to identify platforms that
might be suitable for their specific needs using the information in this page.

By incorporating ethical considerations throughout the whole life cycle of BCls, we can ensure

their long-term survival, improve intelligence, and ultimately advance people's well-being and
the advancement of human civilization.
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